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BTCPay Donations

Sustaining Sponsors

GitHub Sponsorship



Join the Conversation

▸ Discussion Forums 

▸ Low-volume announcements 

▸ Signal Groups 

▸ Monthly Gordian Developer meetings (1st Wednesday) 

▸ Special Meetings (FROST implementers, Silicon Salon, and more!)



RECAP
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OUR INTRO MATERIALS

▸ Videos 

▸ Envelope playlist on youtube.com/@blockchaincommons 

▸ Gordian Envelope Teaser 

▸ Understanding Gordian Envelope, Parts 1 and 2 

▸ Web sites 

▸ https://developer.blockchaincommons.com/envelope/

http://youtube.com/@blockchaincommons
https://developer.blockchaincommons.com/envelope/
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DCBOR

▸ Envelope is a smart document system 
▸ Built on deterministic CBOR (dCBOR) 
▸ Binary, Concise, Self-Describing, Good for IOT and constrained environments, 

Platform/Language agnostic 
▸ Deterministic at the binary level up 
▸ One way to encode each numeric value (no 0, -0.0, 0.000, etc.) 
▸ Strings always Unicode Normalization Form C (NFC) 
▸ Map (dictionary) keys automatically sorted 
▸ No context required to sort 

▸ Never a need to canonicalize as a separate step!
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GORDIAN ENVELOPE SEMANTIC STRUCTURE
▸ Defines semantic triples 

▸ subject-predicate-object

<subject> [ 
    <predicate>: <object> 
    <predicate>: <object> 
    ... 
]

▸ Note: this is not typically the meaning of “subject” used in the 
Verifiable Credentials domain: “a person or organization about which 
claims are made.” 

▸ But in some cases it can be.
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GORDIAN ENVELOPE CASES

▸ Five basic cases

LEAF NODE ASSERTION ELIDED WRAPPED

▸ Three extension cases

ENCRYPTED KNOWN VALUE COMPRESSED



BLOCKCHAIN COMMONS

IT'S ENVELOPES ALL THE WAY DOWN!
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IT'S ENVELOPES ALL THE WAY DOWN!
▸ Every node in envelope’s tree is an envelope! 

▸ NODE and ASSERTION cases have child nodes. 

▸ Any child node without assertions can be replaced by 
a NODE with assertions. This includes predicates! 

▸ Even a complete ASSERTION can become the 
subject of a NODE 

▸ Every node in the tree has a unique digest. 

▸ Certain transformations preserve the top-level digest: 

▸ Elision 

▸ Encryption 

▸ Compression
ELIDED ENCRYPTED COMPRESSED
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ELISION: THE GAME-CHANGER

▸ Only transmit the data you want! 

▸ Signatures are preserved as long as the digest tree maintains 
proof of the elided data 

▸ Inclusion proofs allow you to reveal parts of the document later in 
a verifiable way.

ELIDED



{ 
    "E281029" [ 
        'isA': "Driver License" 
        "firstName": "John" 
        "lastName": "Doe" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "address": "123 Elm St., Town USA" 
        "issuer": "State of Example" 
        "issued": 2021-03-17 
        "expires": 2029-03-17 
    ] 
} [ 
    'verifiedBy': Signature 
]



{ 
    "E281029" [ 
        'isA': "Driver License" 
        "firstName": "John" 
        "lastName": "Doe" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "address": "123 Elm St., Town USA" 
        "issuer": "State of Example" 
        "issued": 2021-03-17 
        "expires": 2029-03-17 
    ] 
} [ 
    'verifiedBy': Signature 
]



{ 
    "E281029" [ 
        'isA': "Driver License" 
        "firstName": "John" [ 
            'salt': Salt 
        ] 
        "lastName": "Doe" [ 
            'salt': Salt 
        ] 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 [ 
            'salt': Salt 
        ] 
        "address": "123 Elm St., Town USA" [ 
            'salt': Salt 
        ] 
        "issuer": "State of Example" 
        "issued": 2021-03-17 
        "expires": 2029-03-17 
    ] 
} [ 
    'verifiedBy': Signature 
]



{ 
    "E281029" [ 
        'isA': "Driver License" 
        "firstName": "John" 
        "lastName": "Doe" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "address": "123 Elm St., Town USA" 
        "issuer": "State of Example" 
        "issued": 2021-03-17 
        "expires": 2029-03-17 
    ] 
} [ 
    'verifiedBy': Signature 
]



{ 
    "E281029" [ 
        'isA': "Driver License" 
        "firstName": "John" 
        "lastName": "Doe" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "address": "123 Elm St., Town USA" 
        "issuer": "State of Example" 
        "issued": 2021-03-17 
        "expires": 2029-03-17 
    ] 
} [ 
    'verifiedBy': Signature 
]

“Prove your date of birth from your photo.”



{ 
    ELIDED [ 
        'isA': "Driver License" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "issuer": "State of Example" 
        ELIDED (5) 
    ] 
} [ 
    'verifiedBy': Signature 
]

“Prove your date of birth from your photo.”



{ 
    ELIDED [ 
        'isA': "Driver License" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "issuer": "State of Example" 
        ELIDED (5) 
    ] 
} [ 
    'verifiedBy': Signature 
]

“Now prove where you live.”



{ 
    ELIDED [ 
        'isA': "Driver License" 
        "photograph": 🙂 
        "dateOfBirth": 1994-07-30 
        "issuer": "State of Example" 
        "address": "123 Elm St., Town USA" 
        ELIDED (4) 
    ] 
} [ 
    'verifiedBy': Signature 
]

“Now prove where you live.”



        "address": "123 Elm St., Town USA" 

Inclusion Proof
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EXTENSIONS: GORDIAN SEALED 
TRANSACTION PROTOCOL (GSTP)

Peer Peer

RESPONSE

REQUEST

UNRELIABLE INSECURE
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EXTENSIONS: GORDIAN SEALED 
TRANSACTION PROTOCOL (GSTP)
▸ Establish key agreement 

▸ Exchange data 

▸ Facilitate confidential backups 

▸ Coordinate multisig sessions 

▸ ...securely and without local state!
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EXTENSIONS: GORDIAN SEALED 
TRANSACTION PROTOCOL (GSTP)

{ 
    request(ARID(c66be27d)) [ 
        'body': «do_it» [ 
            ❰arg1❱: Type1 
            ❰arg2❱: Type2 
        ] 
        'senderPublicKey': PublicKeyBase 
    ] 
} [ 
    'verifiedBy': Signature 
]
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{ 
    request(ARID(c66be27d)) [ 
        'body': «do_it» [ 
            ❰arg1❱: Type1 
            ❰arg2❱: Type2 
        ] 
        'senderPublicKey': PublicKeyBase 
        'senderContinuation': ENCRYPTED [ 
            'hasRecipient': SealedMessage 
        ] 
        'recipientContinuation': ENCRYPTED [ 
            'hasRecipient': SealedMessage 
        ] 
    ] 
} [ 
    'verifiedBy': Signature 
]

EXTENSIONS: GORDIAN SEALED 
TRANSACTION PROTOCOL (GSTP)

Encrypted State 
Continuations 
(ESC)



IMPROVING ON CONTROLLER 
DOCUMENTS
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WAYS TO IMPROVE CONTROLLER DOCUMENTS

▸ CBOR-LD 
▸ Bespoke CBOR 
▸ Gordian Envelope 
▸ Why? 
▸ All the flexibility and advantages we’ve talked about 
▸ Holder-based elision 
▸ With DIDs, you have to reveal a method and verification key 
▸ But with an envelope you can elide additional keys or endpoints 
▸ And verifiably reveal them at a later time

👍

🎉
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'allow': 'all' 
        'dereferenceVia': "https://resolver.example.com" 
        'key': SigningPublicKey 
        'key': 'group' [ 
            'controller': XID(5802b4ff) [ 
                'dereferenceVia': "btc:01234567" 
            ] 
            'key': SigningPublicKey [ 
                'deny': 'verify' 
            ] 
            'key': AgreementPublicKey [ 
                'endpoint': "https://messaging.example.com" 
            ] 
        ] 
    ] 
} [ 
    'verifiedBy': Signature 
]
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'allow': 'all' 
        'dereferenceVia': "https://resolver.example.com" 
        'key': SigningPublicKey [ 
           'salt': Salt 
        ] 
        'key': 'group' [ 
            'controller': XID(5802b4ff) [ 
                'dereferenceVia': "btc:01234567" 
                'salt': Salt 
            ] 
            'key': SigningPublicKey [ 
                'deny': 'verify' 
                'salt': Salt 
            ] 
            'key': AgreementPublicKey [ 
                'endpoint': "https://messaging.example.com" 
                'salt': Salt 
            ] 
        ] 
    ] 
} [ 
    'verifiedBy': Signature 
]
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'allow': 'all' 
        'key': SigningPublicKey [ 
            ELIDED 
        ] 
        'key': 'group' [ 
           'key': AgreementPublicKey [ 
                'endpoint': "https://messaging.example.com" 
                ELIDED 
            ] 
            ELIDED (3) 
        ] 
        ELIDED 
    ] 
} [ 
    'verifiedBy': Signature 
]
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'key': SigningPublicKey 
        ELIDED (3) 
    ] 
} [ 
    'verifiedBy': Signature 
]
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'key': SigningPublicKey 
        ELIDED (3) 
    ] 
} [ 
    'verifiedBy': Signature 
]
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'key': SigningPublicKey 
        ELIDED (3) 
    ] 
} [ 
    'verifiedBy': Signature 
]

Inclusion Proof
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'key': SigningPublicKey 
        ELIDED (3) 
    ] 
} [ 
    'verifiedBy': Signature 
]

        ELIDED [ 
           'key': AgreementPublicKey [ 
               ELIDED (2) 
            ] 
            ELIDED (3) 
        ] 

Inclusion Proof
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ELIDING A CONTROLLER DOCUMENT
{ 
    XID(2d9296d0) [ 
        'key': SigningPublicKey 
        ELIDED (2) 
        ELIDED [ 
            'key': AgreementPublicKey [ 
                ELIDED (2) 
             ] 
             ELIDED (3) 
        ] 
    ] 
} [ 
    'verifiedBy': Signature 
]



INTEGRATING WITH EXISTING 
INFRASTRUCTURE
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INTEGRATING WITH EXISTING 
INFRASTRUCTURE
"did:example:123456789abcdefghi" [ 
    'service': "https://example.com" [ 
        'isA': 'LinkedDomainsEndpoint' 
        'salt': Salt 
    ] 
    'service': "https://messaging.example.com" [ 
        'isA': 'MessagingEndpoint' 
        'salt': Salt 
    ] 
]

Envelope
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INTEGRATING WITH EXISTING 
INFRASTRUCTURE

"did:example:123456789abcdefghi" [ 
    ELIDED (2) 
]

Envelope
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INTEGRATING WITH EXISTING 
INFRASTRUCTURE

"cbor:<base-64 encoded envelope>"

JSON
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INTEGRATING WITH EXISTING 
INFRASTRUCTURE

{ 
    // ... 
    "service": [ 
        { 
            "type": "ElidedServices", 
            "serviceEndpoint": "cbor:<base-64 encoded envelope>" 
        } 
    ] 
    // ... 
}

JSON



CHRISTOPHER ALLEN 
christophera@lifewithalacrity.com 
@BlockchainComns 

WOLF MCNALLY 
wolf@wolfmcnally.com 
@WolfMcNally


