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SHARDING SECRETS TO PROTECT YOUR BITCOIN

WHAT IS BLOCKCHAIN COMMONS?

» We are a community that brings together stakeholders to
collaboratively build open & interoperable, secure &
compassionate infrastructure.

» We design decentralized solutions where everyone wins.

» We are a neutral "not-for-profit” that enables people to

control their own digital destiny. q
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This work is currently in process, but the files linked hers have been revised and are in a fairly

complete state.
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“an ability to recover from or adjust easily
to misfortune or change™

— Meriam-Webster



“ability of a system ... to work with or use
the parts or equipment of another system”™

— Meriam-Webster



Problem #1

10 years ago, aman lost
Bltcom that's now wort

IOO |I|n

» Accidental loss of a seed or key is the
biggest threat to self-sovereign control

$742 MILLION IN BITCOIN

of digital assets After 12 years of searchlng, he glves up on A
recovering his hard drive with $742 millionin
» If you have a single seed or key, that's a skl =

single point of failure (SPOF) Man has two guesses to unlock bitcoi
worth $240m
» Better protection is needed 1 Jnuary 202 S S e —

Florida Man Loses $354M Bitcoin Fortune | ".;,
After Lymg to Feds; Hard Drive Destroyed N
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Multisigs are a Great Solution

But They’re a Pain in the Neck

» Multisig is a Preferred Answer
» Create a 2-of-3 multisig

» Place keys on two signing devices

» Store a backup key elsewhere

&« Transaction Coordinator

|

= ¥ Signing Device @ & Signing Device




Shamir Offers an Easier-to-Use Alternative

» That leaves us with Shamir’s Secret Sharing
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» You back up your seed as shares N e — - N — —
\_| / ow |

» You set a threshold for recovery (e.g., 2-0f-3) d
/
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» You can lose a share and still recover.... /

P

l. Divide into M Shards ll. Recover from N of M Shards

» But a thief can’t do anything with one
» Reconstruction is dangerous ...

» But you can’t have everything



Problem #2
Bitcoin Core Doesn’t Support Resilience Features

» No BIP-39 mnemonic or entropy

° @ ® ™ shannonA — standup@|bte: ~/.bitcoin/signet/wallets — ssh root@192.156.84.112 — 80x23

'77~7R?87zwalletdescriptorkey??Y??72E22222'? ?y!”L?

[ ] ' [ ]
» No Shamir’s Secret Sharing
Ws?2?2JAVKHNY*?@{?
?"walletdescriptorlhcache?/7#71257?:7
?Ws??JAVKHNV*?@{?J?F}2uvKT:?y | ? " {dB????x?nNk? CBS?]??Y7eawXv??b????7?

» Only interoperable output is descriptors 22 "walletdescriptorcache?7471297 :

JWS??2JAVKHNY*?2@{?JZ&H" 7" ?<2u0?2Cb??D2k?7?2222?2262" 4
22"2*2?2[?2Cyh_??2"? h?z9A+[@n?Jwa

\\?79?

1
letdescriptor?7#£217%?.7
. . . IWs?272JAVKHNY*?@{?tr (tpubDeNzVokrYhZ4Yfa33nsknEn8FPmByRir5ZdqRBVYKNZXx1tJXkgQ2Gg3k
} Keys and derlvatlon paths are kept In an 4t3nvumSMNtghS5UubHr1xYmapwqBzywRopDlayWudokExkb9Cs4e/86h/1n/0Bn/0/*) #h7xm5znh?5b]j
??R?B?zwalletdescriptorkey??#?l?g?:?
. . . . ?Ws??2JAVKHNV*2@{?!i{"'?7D?DEi}?;282r?2?2@7 2 T?W?58#20?7 M?Y?% ~$229700" ?2?5Vz?
SQL flle N BltCOln Core O????@??O,“?H?=§??%Zﬁ????????%??????????????????/@!y?f~?,??f?b?- ; ¢
272-2(2Y2[2212722277
22?2
27222722722H2;227226AA7$"j{ ' 7?D?DEi}?,257r22@2 2 f?W?58#" ?W9??
. 1°22rG ,~~72\7p?2@2?
> YOU Can baCk It up, sure ... ?272?62Lactiveexternalspk?fix?ldk, 2827N

?2[€2222%22?2?2"??"walletdescriptorlhcache
standup@lbtc:~/ .bitcoin/signet/wallets$

» But you're dependent on file format



How the Bitcoin Ecosystem Works

PBKDF2
(HMAC-SHA512) HMAC-SHAS512
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EXTENDED
KEYS

CRYPTOGRAPHIC

SEEDS DESCRIPTORS

BIP-32 BIP-32 BIP-380




How Bitcoin Core Works




Solutions | ;nort a Sharded Secret; or

Export a Secret to Shard

» So how do we make Bitcoin Core interoperable Game Plan: Export
and resilient?

Master

. . . e Metadata

» If we can't shard in Bitcoin Core Sui fviore [ 55
——— Onww
Descriptor -

» We shard outside of Bitcoin Core

» Either We: . .
» Export a secret from Core; or Seed .
Account Account
Key Descriptor

» Create a secret outside of Core and import it

Game Plan: Import

Store
Shard

Envelope

S‘lo
i o '0
1 ko




Our Tools







Exporting a Secret from Bitcoin Core



Game Plan: Export

Master
Key Metadata
-— Envelope
or _—
—_—

Descriptor



(-#) Step 1: Understand the Descriptor

( © @ ® /M shannonA — standup@lbtc: ~ — ssh root@96.126.98.151 — 99x24

[standup@lbtc:~% bitcoin-cli listdescriptors true | jq -r '.descriptors[].desc'
pkh(xprv9s21ZrQH143K20zsivOudXZcCfan65WtoxznEM3kJonhD8p6bvWFd8Lp3LoQ8hvejFJAqHsyQGETfS3CBdL851yRtgxRB
yBaY1qNGKEqumEHY/44h/@h/Oh/Q/*)#s0gh@7wt
pkh(xprv9s21ZrQH143K20zsivoudXZcCfane5SWtoxznEM3kJonhD8pbvWFd8Lp3LoQ8hvejFJAqQHSYQGETS3CBdL851yRtgxRB
yBaY1qQNGKEqQumEHY/44h/0Qh/0h/1/*)#pmdkjt7n
sh(wpkh(xprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHSYQGETS3CBdL851yRt
gxRByBaY1qNGKEqumEHY/49h/0@h/0h/Q/*) )#Bxcgdulg
sh(wpkh(xprv9s21ZrQH143K20zsivOudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHsSYyQGETfS3CBdL851yRt
gxRByBaY1gqNGKEqQumEHY/49h/0h/0h/1/*) )#T9sdk35u
tr({xprv9s21Z2rQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAgQHsYQGETS3CBdL851yRtgxRBy
BaY1qNGKEqumEHY/86h/0Oh/0h/0/*)#ftzrqgrfe
tr(xprv9s21ZrQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6evWFd8Lp3LoQ8hvejFJAqQHsSYQGETS3CBdL851yRtgxRBy
BaY1qNGkEqumEHY/86h/Oh/Qh/1/*)#cl18zakep
WPpKh(xprv9s21ZrQHl143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAQHsYQGETS3CBdL851yRtgxR
ByBaY1gNGKEqumEHY/84h/Oh/@h/0/*)#tdj5nsz1
WpKh(Xxprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAQHSYQGETS3CBdL851yRtgxR
ByBaY1qNGKEqQumEHY/84h/Oh/@h/1/*)#6ehd4w9j8

standup@lbtc:~%




¢#) Step 2: Extract Descriptors

( © @ ® /M shannonA — standup@lbtc: ~ — ssh root@96.126.98.151 — 99x24 \

standup@lbtc:~$ DESCS=$(bitcoin-cli listdescriptors true | jg -r '.descriptors[].desc')
standup@lbtc:~$ DESC ARRAY=($DESCS)
standup@lbtc:~$ for ((i = ©; i < 8; i++)); do

echo "$i: ${DESC ARRAY[$i]}";
/done l
O: pkh(xprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAQHSYQGETS3CBdL851yRtg
XRByBaY1qNGKEqQuUmMEHY/44h/@h/0h/0Q/*)#s0ghO®7wt
1: pkh(xprv9s21Z2rQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHsYyQGETS3CBdL851yRtg
XRByBaY1gQNGKEqQUMEHY/44h/Oh/0h/1/*)#pmdkjt7/n
2: sh(wpkh(xprv9s21ZrQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHsYyQGETS3CBdL851
YyRtgxRByBaY1qNGKEqQumEHY/49h/0h/0Gh/0/*) ) #0xcgdulg
3: sh(wpkh(xprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHsSYQGETS3CBdL851
yRtgxRByBaY1gNGKEqumEHY/49h/0Oh/Gh/1/*) )#f9sdk35u
4: tr(xprv9s21ZrQH143K20zsivoudXZcCfane5SWtoxznEM3kJonhD8pbvWFd8Lp3LoQ8hvejFJAQHSYQGETS3CBdL851yRtgx
RByBaY1qNGKEqumEHY/86h/Qh/Oh/@/*)#ftzrqrfe
5: tr(xprv9s21ZrQH143K20zsiviudXZcCfan65WtoxznEM3kJonhD8pbvWFd8Lp3LoQ8hvejFJAqQHSYQGEFfS3CBdL851yRtgx
RByBaY1qNGKEqumEHY/86h/0Qh/@h/1/*)#c18zakep
6: wpkh(xprv9s21ZrQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHsyQGETfS3CBdL851yRt
gXRByBaY1gNGKEqumEHY/84h/0h/0h/@/*)#tdj5nszl
7: wpkh(xprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAqQHsSYQGETS3CBdLB8511yRt
gXRByBaY1qNGKEqQumEHY/84h/0h/0Oh/1/*)#6eh4w9i8
standup@lbtc:~$%




¢®) Step 3: Extract Master Key

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24 )

standup@lbtc:~$ MP _KEY=%$(echo ${DESC ARRAY[O]} | awk -F"[()]" '{print $2}' | awk -F"/" '{print $1}' Ll
)

standup@lbtc:~% echo $MP_KEY
Xprv9s21ZrQH143K2o0zsivoudXZcCfane5WtoxznEM3kJonhD8pbvWFd8Lp3LoQ8hvejFJAQHSYQGETS3CBdL851yRtgxRByBaY
1gNGKEQuUmMEHY

standup@lbtc:-$




Step 4a: Store Master Key

standup@lbtc:~$% KEY_ENVELOPE=%$(envelope assertion

ENVELOPE")

standup@lbtc:~$% KEY ENVELOPE=$(envelope assertion

cli --version | head -1"" "$KEY_ENVELOPE")

standup@lbtc:-$ KEY_ENVELOPE=$(envelope assertion
--version | head -1"" "$KEY_ENVELOPE")

standup@lbtc:~$ KEY_ENVELOPE=$(envelope assertion

/0h/0h" "$KEY ENVELOPE")

standup@lbtc:~% KEY _ENVELOPE=$%(envelope assertion

/0h/0h" "$KEY ENVELOPE")

standup@lbtc:~% KEY_ENVELOPE=%(envelope assertion

/0h/0h" "$KEY ENVELOPE")

standup@lbtc:~-$ KEY_ENVELOPE=$(envelope assertion

/Oh/@h" "$KEY ENVELOPE")

standup@lbtc:-$ |

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

add

add

add

add

add

add

add

pred-obj
pred-obj
pred-obj
pred-obj
pred-obj
pred-obj

pred-obj

standup@lbtc:~$ KEY _ENVELOPE=$%$(envelope subject type string "$MP_KEY")

known 'isA' known 'MasterKey' "$KEY_
string "createdBy" string " bitcoin-
string "usedBy" string " “bitcoin-cli
known 'DerivationPath' string "m/44h
known 'DerivationPath' string "m/84h
known 'DerivationPath' string "m/49h

known 'DerivationPath' string "m/86h




Step 4a: Store Master Key

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24 )

standup@lbtc:~$% envelope format $KEY_ENVELOPE

"xprv9s21Z2rQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8pevWFdB8Lp3LoQ8hvejFJAqQHSYQGETS3CBdL85iyRtgxRByBa
Y1IqNGKEqumEHY" [

'isA': 'MasterKey'
"createdBy": "Bitcoin Core RPC client version v30.2.0"
"usedBy": "Bitcoin Core RPC client version v30.2.0"
'‘DerivationPath': "m/44h/0h/@h"
'DerivationPath': "m/49h/0h/0h"
'‘DerivationPath': "m/84h/0Qh/0h"
'DerivationPath': "m/86h/@h/0Oh"
]
standup@lbtc:-$%




Why We Store “Created By”

Seed/Key Creation Can Be Buggy

In an Interoperable World, Where You
Move Your Bitcoin Around, You Need To

Be Able to Look Up Where Seeds Came
From

ColdCard Proved This Last Week

But It's Not the First Case:

blockchain.info (2014), secureRandom
in JavaScript (2018)

Bitcoin owners rocked by $116
million hack: What we know about &

the Coldcard exploit 5%

Coldcard wallet attack
S89M in Bitcoin fro

White Hat Hacker Returns Missing
Bitcoins to Blockchain.info

Latest News

On December 8, Blockchain.info—a Bitcoin web wallet provider and block explorer—announced
that they'd misfired a software update. The faulty update resulted in insecure private key
generation ft

s \/ulnerability in JavaScript Function May Mean
N term Bitcoin Hodlers are at Risk

re ¢

" By Apr 20, 2018 at 05:45 AM HST (& This article is more than 4 years old (5 Prefer us on Goog

= =Y


http://blockchain.info

Step 4b: Store Descriptors

( © @ ® /M shannonA — standup@lbtc: ~ — ssh root@96.126.98.151 — 99x24

standup@lbtc:~$ DESC ENVELOPE 1=%$(envelope subject type string "descriptors-for-bitcoin")

DESC_ENVELOPE_1=$%$(envelope
SC_ENVELOPE 1")
DESC_ENVELOPE 1=$%$(envelope

assertion

assertion

| head -1°" "$DESC_ENVELOPE_1")

DESC_ENVELOPE_1=$%$(envelope

assertion

head -1"" "$DESC_ENVELOPE_1")

DESC_ENVELOPE 1=%$(envelope
" "$DESC ENVELOPE 1")
DESC_ENVELOPE_1=$%$(envelope
" "$DESC_ENVELOPE 1")
DESC_ENVELOPE 1=%(envelope
" "$DESC _ENVELOPE 1")
DESC_ENVELOPE_1=%(envelope
" "$DESC ENVELOPE 1")
DESC_ENVELOPE_1=$(envelope
" "$DESC_ENVELOPE 1")
DESC_ENVELOPE 1=$%$(envelope
" "$DESC_ENVELOPE_1")
DESC_ENVELOPE _1=$%$(envelope
" "$DESC_ENVELOPE 1")
IDESC_ENVELOPE_1=%(envelope
" "$DESC ENVELOPE 1")
\standupelbtc:~$

assertion

assertion

assertion

assertion

assertion

assertion

assertion

assertion

add pred-obj known 'isA' string "collectionOfDescriptors" "$DE

add

add

add

add

add

add

add

add

add

add

pred-obj
pred-obj
pred-obj
pred-obj
pred-obj
pred-obj
pred-obj
pred-obj
pred-obj

pred-obj

string "createdBy" string " bitcoin-cli --version

string "usedBy" string " bitcoin-cli --version |

known

known

Known

Known

Known

known

known

Known

'OutputDescriptor’
'OutputDescriptor’
'OutputDescriptor’
'OutputDescriptor’
'OutputDescriptor’
'OutputDescriptor’
'OQutputDescriptor’

'OutputDescriptor’

string
string
string
string
string
string
string

string

"${DESC_ARRAY[0]}
"${DESC_ARRAY[1])}
"${DESC_ARRAY[2]}
"$ {DESC_ARRAY[3]}
"${DESC_ARRAY[4]}
"${DESC_ARRAY[5]}
"${DESC_ARRAY[6])

"$ {DESC_ARRAY[7]}]

4




Step 4b: Store Descriptors

( © @ ® /M shannonA — standup@lbtc: ~ — ssh root@96.126.98.151 — 99x24 \

standup@lbtc:~$% envelope format $DESC ENVELOPE 1

"descriptors-for-bitcoin" [

'isA': "collectionOfDescriptors”
"createdBy": "Bitcoin Core RPC client version v30.2.0"
"usedBy": "Bitcoin Core RPC client version v30.2.0"

'OutputDescriptor’': "pkh(xprv9s21ZrQH143K2o0zsivOudXZcCfan65WtoxznEM3kJonhD8pbvWFd8Lp3LoQ8hvejFJ
AqQHsyQGETfS3CBdL85iyRtgxRByBaY1qNGKEqQumEHY/44h/@h/0h/0/*)#s0ghQ7wt"

'OQutputDescriptor’': "pkh(xprv9s21Z2rQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8pbvWFd8Lp3LoQ8hvejFJ
AQHSYQGETS3CBdL851yRtgxRByBaY1gNGKEqQumEHY/44h/0h/0n/1/*)#pmdkjt7n"”

'OutputDescriptor': "sh(wpkh(xprv9s21ZrQH143K20zsivOudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hv
ejFJAqQHSYQGETS3CBdL85iyRtgxRByBaY1gNGKEqQumEHY/45h/0h/0h/Q/*) )#0xcgdulg"

'OutputDescriptor': "sh(wpkh(xprv9s21ZrQH143K20zsivOudXZcCfane5WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hv
ejFJAgHsYQGETS3CBdL85iyRtgxRByBaY1qNGKEqumEHY/49h/0h/0Oh/1/*) )#f9sdk35u"

'‘OutputDescriptor’': "tr(xprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJA
qHsyQGETfS3CBdL85i1yRtgxRByBaY1qNGKkEqumEHY/86h/Oh/@h/0/*)#ftzrqrfe"

'OutputDescriptor’': "tr(xprv9s21ZrQH143K20zsivoudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJA
qHsyQGETS3CBdL85iyRtgxRByBaY1gqNGKEqQumEHY/86h/®Oh/@h/1/*)#c18zakep"

'OutputDescriptor’': "wpkh(xprv9s21ZrQH143K20zsivIudXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejF
JAQHsYQGETfS3CBdL85iyRtgxRByBaY1qNGKEqQUmMEHY/84h/@h/@h/0/*)#tdj5nszl"

'OutputDescriptor': "wpkh(xprv9s21ZrQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejF
JAQHSYQGEfS3CBdL851yRtgxRByBaY1qNGKEqQuUmEHY/84h/0h/0h/1/*)#6eh4w3j8"
]
standup@lbtc:~$ B




Step 5: Shard Envelope

//Q ® @ M shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

standup@lbtc:~%$ KEY SHARES=%$(envelope sskr split --group "2-of-3" $KEY ENVELOPE)
standup@lbtc:~$ KEY_ ARRAY=($KEY_SHARES)

standup@lbtc:~$




Step 6a: Check Your Work

'© @ ® ™ ShannonA — standup@®Ibtc: ~ — ssh root®96.126.98.151 — 99x24 \

[standup@lbtc:~% echo ${KEY ARRAY[O])}
ur:envelope/lftansfwlrhkadehfsbsfpjnkikgnncweeongygorstpgtahoxostyaevwaxbsatamsrsnntgshsjotdolesuop
ehdlnehchptjycwtarygmoybyytvinybyhytapmimwelrolbdolkbmswfkpcxttaawswtldaxiafnrtimjycaryoentwzvdbdgu
fzcxhntiasosmwdpprhyctynfxwnckpsinwfcfweaoaxzorfplmtbgwmpyteqzwzynmekproskqzjzgyylfzplttmntshpvljtc
tyarhylsknelfinltzokgtdjlptclkogstakghngdjyoxgoadlafzfeknjpjykkkeykfhdlssfrcsgazoayeysgwkrpjzyltlko
uoinjsnbrpwefsaerftpkorornhlehgyzmayaxsbiekoihisrornimlasptaesadlbdllufmoxlybspdsecxldndttuohlmtdar
ncwecvycajyvabekgcyfylrsghkpyaxfetbgtcwgrjkvdwlnlamvdgmgdcstkchvdwlkplydlrleegslglkgringlwnpdrykigr
tlkshtrefeceswythlbwsgotntkolkkkwdcwchbzkgsbgsrochwzsarfjlltkigetipsfggdtekgvwceguhddygdrkweatjeuoh
pptgmhddatansfphdcxtifmiomhfgwedyueeegmroyaplpdktrpcxmwutqdrdjygodepswftlrstdiyndmooyamtpsotantkphd
dagqzpkaeadaewkjtldglpdlkosoycymoctpfvysemtaopmwzzelymyjnbsvacmvliuoonmnnesfmysadydtge
[standup@lbtc:-$ echo ${KEY_ARRAY[1]} l
ur:envelope/lftansfwlrhkadehfsbsfpjnkikgnncweeongygorstpgtahoxostyaevwaxbsatamsrsnntgshsjotdolesuop
ehdlnehchptjycwtarygmoybyytvinybyhytapmimwelrolbdolkbmswfkpcxttaawswtldaxiafnrtimjycaryoentwzvdbdgu
fzcxhntiasosmwdpprhyctynfxwnckpsinwfcfweaoaxzorfplmtbgwmpyteqzwzynmekproskqzjzgyylfzplttmntshpvljtc
tyarhylsknelfinltzokgtdjlptclkogstakghngdjyoxgoadlafzfeknjpjykkkeykfhdlssfrcsgazoayeysgwkrpjzyltlko
uoinjsnbrpwefsaerftpkorornhlehgyzmayaxsbiekoihisrornimlasptaesadlbdllufmoxlybspdsecxldndttuohlmtdar
ncwecvycajyvabekgcyfylrsghkpyaxfetbgtcwgrjkvdwlnlamvdgmgdcstkchvdwlkplydlrleegslglkgringlwnpdrykigr
tlkshtrefeceswythlbwsgotntkolkkkwdcwchbzkgsbgsrochwzsarfjlltkigetipsfggdtekgvwceguhddygdrkweatjeuoh
pptgmhddatansfphdcxtifmiomhfgwedyueeegmroyaplpdktrpcxmwutqdrdjygodepswftlrstdiyndmooyamtpsotantkphd
daqzpkaeadadtkgdktvdlabgcklkguiacwfeuooegwcnytnsttflrsbasaktwzsespwftpwlrsioltcyrlki
[standup@lbtc:-$% echo ${KEY_ARRAY[2]} l
ur:envelope/lftansfwlrhkadehfsbsfpjnkikgnncweeongygorstpgtahoxostyaevwaxbsatamsrsnntgshsjotdolesuop
ehdlnehchptjycwtarygmoybyytvinybyhytapmimwelrolbdolkbmswfkpcxttaawswtldaxiafnrtimjycaryoentwzvdbdgu
~fzcxhntiasosmwdpprhyctynfxwnckpsinwfcfweaoaxzorfplmtbgwmpyteqzwzynmekproskqzjzgyylfzplttmntshpvljtc
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Step 6b: Check Your Work

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

standup@lbtc:~%$ RESTORED KEY=%$(envelope sskr join "${KEY ARRAY[O]}" "${KEY ARRAY[1]}")
standup@lbtc:~-% envelope format $RESTORED_KEY
"xprv9s21ZrQH143K20zsiv9udXZcCfan65WtoxznEM3kJonhD8p6vWFd8Lp3LoQ8hvejFJAgHsYQGETS3CBdL851yRtgxRByBa
Y1IQNGKEqumERY" [

"isA': 'MasterKey'

"createdBy": "Bitcoin Core RPC client version v30.2.0"

"usedBy": "Bitcoin Core RPC client version v30.2.0"

'DerivationPath': "m/44h/0h/0Oh"

'‘DerivationPath’': "m/495h/0h/0h"

'DerivationPath': "m/84h/0Gh/0Oh"

'DerivationPath': "m/86h/0h/0Oh"
]
standup@lbtc:~$%




Importing a Secret into Bitcoin Core



Game Plan: Import

Envelope

> o=

KEYTOOL CLI

Account Account

Key Descriptor




>

SEEDTOOL CLI

Step 1: Create a Seed

//. ® @ M shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

standup@lbtc:~$ seedtool
7eee22944baed290ffffbfde@1bb9601
standup@lbtc:~$% SEED=%(seedtool)
standup@lbtc:~$ echo $SEED
b/cfbeb/dc646T4Tdl23afl196086784f
standup@lbtc:-$




¢=) Step 2: Create a Fingerprint

[standup@lbtc:
346bbadd
[standup@lbtc:
[standup@lbtc:
346bbadd
standup@lbtc:

//Q ® @ M shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

~$ keytool --seed $SEED master-key-fingerprint

~$ FINGERPRINT=%(keytool --seed $SEED master-key-fingerprint)
~$ echo $FINGERPRINT

~$




) Ste

KEYTOOL CLI

p 3: Create Account Key

'O @ ©® M SshannonA — standup@lbtc: ~ — ssh root@96.126.98.161 — 99x24 \

[standup@lbtc:~% keytool --seed $SEED --account-derivation-path "m/84h/0h/@h" account-key-base58
xprv9yuLiuGTeoMXReVJ955wd3SAox8ducu6ejRT3g4ZWm8gyqHUWEVIECTfthmPRbuYHAFObp5VzkKVG7ydSndzFZ6v1A9BCqGB
Que2uQUsk5LR

[standup@lbtc:-$% AKEY=%(keytool --seed $SEED --account-derivation-path "m/84h/0@h/0h" account-key-basl
e58)

[standup@lbtc:-$% echo $AKEY l
xprv9yuLiuGTeoMXReVJ955wd3SAox8ducu6ejRT3g4ZWm8gyqHUWEVOECTfthmPRbuYHAFObp5VzkKVG7ydSndzFZ6v1A9BCqGB
Que2uQUsk5LR

standup@lbtc:-%




() Step 4: Create Descriptor

'O @ ©® M SshannonA — standup@lbtc: ~ — ssh root@96.126.98.161 — 99x24 \

standup@lbtc:~$ DESC="wpkh ([$FINGERPRINT/84h/0h/0h] $AKEY/0Q/*)"

standup@lbtc:~$ DESC CS=%(bitcoin-cli getdescriptorinfo $DESC | jg -r '.checksum')

standup@lbtc:~$ DESC WITH CS=$DESC#$DESC CS

[standup@lbtc:~$%$ echo $DESC WITH CS l
wpkh([346bba8d/84h/Qh/Oh] xprv9yuLiuGTeoMXReVJ955wd35Aox8ducubejRT3g4ZWmEgyqHUWEVIECTthmPRbuYHAF9bp5
VzkKVG7ydSn4zFZ6v1A9BCqGBQue2uQUskS5LR/Q/ *)#o6kxddmw?/

standup@lbtc:~$ |}




Step 5: Import Descriptor

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24 )

[standup@lbtc:~%$ bitcoin-cli -named createwallet wallet name="seedtool" blank=true lw
{

"name": "seedtool"
}
[standup@lbtc:~% bitcoin-cli -rpcwallet=seedtool importdescriptors '''[{ "desc": "'$DESC WITH CS'", |
"timestamp":1780329126, "active": true, "range": [0,100] }]'"'"'
[

{

"success": true
)

]
standup@lbtc:-$%




¢e) Step 6: Check Your Work

{

}

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

[standup@lbtc:~% bitcoin-cli -rpcwallet=seedtool listdescriptors

"wallet _name": "seedtool",
"descriptors”: [

]

{

}

"desc": "wpkh([346bba8d/84h/0h/0h]xpub6Cth8QoMVAuUpe8ZmFTcwzBNuUMyy8K5¢cx1xM3r4UB56ffrdcdUnEPNnQz

NZ3tRpWLMaruw3hgVffmgjeboFQv4ivzLaeBY2grRPZxJbWcVxMA/Q/*)#ju2f3q35",

"timestamp": 1780329126,
"active": true,
"internal": false,
"range": [

0,

22l
15,
"next": 0,
"next index": ©

standup@lbtc:~$ B




>

SEEDTOOL CLI

Step 7a: Back Up with Seedtool

( O @® ® " shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24 )

standup@lbtc:~$ seedtool -i hex $SEED -o bip39

result law pupil rhythm eight pony duty invest bonus aerobic own oyster
standup@lbtc:~$ seedtool -i hex $SEED -o sskr --groups 2-of-3 --sskr-format ur
ur:sskr/gosgtyaeadaegylnahsomsfxstamonssdwotasynuofxoybdnshd
ur:sskr/gosgtyaeadadktfrechfbgrdayrkvozelemycfselstevarydyce
ur:sskr/gosgtyaeadaocavdihwplnpkfwiodnpfkgzodtmkidkssbndhgwl

standup@lbtc:~$ |




>

SEEDTOOL CLI

Step 7b: Test Your Backup

//Q ® @ M shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

[standup@lbtc:~% echo "ur:sskr/gosgtyaeadaegylnahsomsfxstamonssdwotasynuofxoybdnshd ur:sskr/gosgtyaelw
adaocavdihwplnpkfwiodnpfkgzodtmkidkssbndhgwl" | seedtool -i sskr
b7cfbeb7dc646f4fd123af196086784f

standup@lbtc:~$ |




Step 8a: Back Up with Envelope

//Q ® @ M shannonA — standup@Ibtc: ~ — ssh root@96.126.98.151 — 99x24

standup@lbtc:~$ SEED ENVELOPE=$%$(envelope subject type string "$SEED")
ISEED_ENVELOPE=% (envelope assertion add pred-obj known 'isA' known 'Seed' "$SEED_ENVELOPE") ]
[standup@lbtc:~% envelope format $SEED ENVELOPE ]
"b7cfbeb7dc646f4fd123af196086784F" [

'isA': 'Seed’
]
standup@lbtc:~%




Step 8b: Add Metadata to Seed

'O @ ©® M SshannonA — standup@lbtc: ~ — ssh root@96.126.98.161 — 99x24 \

standup@lbtc:~$ SEED ENVELOPE=%$(envelope assertion add pred-obj string "createdBy" string " seedtoo Hﬁ
1 -V™" "$SEED_ENVELOPE")

SEED _ENVELOPE=%$(envelope assertion add pred-obj string "usedBy" string "“bitcoin-cli --version | he
ad -1°" "$SEED ENVELOPE")

SEED _ENVELOPE=%$(envelope assertion add pred-obj known 'DerivationPath' string "m/84h/®h/0h" "$SEED_
ENVELOPE")

standup@lbtc:~-$ envelope format $SEED_ENVELOPE

"b7cfbeb7dcb646f4fd123af1956086784F" |

'isA': 'Seed’
"createdBy": "seedtool-cli 0.4.0"
"usedBy": "Bitcoin Core RPC client version v30.2.0"

'DerivationPath': "m/84h/0h/0Oh"

]
standup@lbtc:—~$ |




Step 8c: Shard Seed

( © @ ® /M shannonA — standup@lbtc: ~ — ssh root@96.126.98.151 — 99x24

standup@lbtc:~%$ SEED SHARES=%$(envelope sskr split --group "2-of-3" $KEY ENVELOPE)

standup@lbtc:~$% SEED ARRAY=($SEED_ SHARES)

standup@lbtc:~$ echo ${SEED_ARRAY[0]}
ur:envelope/lftansfwlrhkadehvslgtamwtdjljnvdenmkpldlaeplimkigwkibdatwyluhgbdmkkbtpfrliomtmtsglnjybnf
wndsfatrpfsskkevautmevakeoxsscklrjzjydmrpwndwkesrbbseceltgwsewtadsfsoyardpsgotkwyfrhknbjolsbknekiqz
uytlischaacsjzdtnlfmlnolrfdkcssolrmeryamgtesnteojszmfpdwckiewtbzvdlunevyspglmenbhflpkbnlisvlfzjkfdm
shshkjoayyaspbzgrwdrezcrhhtbsfpinrntyflrllgpeinstvlieewtmnkscezthlghdajlmepsltonlgaesetntbbeurkndnen
bzlpoxwlsabbbbhhgdbkykgtkkbwsnwptdlpfelejlbtasisondnmulumkdnutnybyfglojyssdnnscasbpliyhnoygynefwvss
ataglknlupfvsrftbceidvyamlogyutplkiosuyjkdaptwladjnfxihktylkbrdsejegunlbbdauebsbzcfweldjslkgansonyl
vwctykatrfcfmejnlpttvsbegrdptyjnhfosvlibgpfgsgsnlvyuthdktmycpnbhglfclshgdkkzssbhfvydrhlvedeqzltamyaz
mmkrohddatansfphdcxtifmiomhfgwedyueeegmroyaplpdktrpcxmwutqdrdjygodepswftlrstdiyndmooyamtpsotantkphd
dafepkaeadaecfgawkfwlgtymotyeornnelonloxfzwnwlvonbvlbytnvipltpbgndlutowsjpimpfhtltfx

standup@lbtc:~$







Seeds, Keys, and Shards
Can All Be Stored as QR Codes

ur:sskr/gogomnaeadaennenaotleedesgguwtspaooszohtdmssdtvawegm
68028db28e55fe56035cc33226/7/cd1ds ur:sskr/gogomnaeadadiadyeejncsmusffhhsvyutmojlrsdlmydebsbdlr

ur:sskr/gogomnaeadaolbftjtrnjzfeswlusonyossnspludwgmtadtptsg



Our Tools (The QRSs)

"""""""""""""""""""""""""""""""""""""""""""""""""""""""""
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“Sharding Secrets to

https://learningbitcoin.blockchaincommons.com/
10_0_Working_with_Secrets/
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’Advocating for the creation of open, interoperable, secure &
compassionate digital infrastructure to enable people to control
their own digital destiny and to maintain their human dignity online”
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