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SHARDING SECRETS TO PROTECT YOUR BITCOIN

WHAT IS BLOCKCHAIN COMMONS?
▸We are a community that brings together stakeholders to 

collaboratively build open & interoperable, secure & 
compassionate infrastructure. 

▸We design decentralized solutions where everyone wins. 

▸We are a neutral “not-for-profit” that enables people to 
control their own digital destiny.



Thanks to our 2026 Learning Bitcoin Sponsor





—Meriam-Webster

resilience (n.) 
“an ability to recover from or adjust easily 
to misfortune or change”



—Meriam-Webster

interoperability (n.) 
“ability of a system … to work with or use 
the parts or equipment of another system”



Single Points of Failure Threaten Bitcoin

▸ Accidental loss of a seed or key is the 
biggest threat to self-sovereign control 
of digital assets 

▸ If you have a single seed or key, that’s a 
single point of failure (SPOF) 

▸ Better protection is needed

Problem #1



Multisigs are a Great Solution
▸ Multisig is a Preferred Answer 

▸ Create a 2-of-3 multisig 

▸ Place keys on two signing devices 

▸ Store a backup key elsewhere

But They’re a Pain in the Neck



Shamir Offers an Easier-to-Use Alternative

▸ That leaves us with Shamir’s Secret Sharing 

▸ You back up your seed as shares 

▸ You set a threshold for recovery (e.g., 2-of-3) 

▸  You can lose a share and still recover …. 

▸ But a thief can’t do anything with one 

▸ Reconstruction is dangerous …  

▸ But you can’t have everything



Bitcoin Core Doesn’t Support Resilience Features

▸ No BIP-39 mnemonic or entropy 

▸ No Shamir’s Secret Sharing 

▸ Only interoperable output is descriptors 

▸ Keys and derivation paths are kept in an 
SQL file in Bitcoin Core 

▸ You  can back it up, sure … 

▸ But you’re dependent on file format

Problem #2



How the Bitcoin Ecosystem Works
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How Bitcoin Core Works
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Import a Sharded Secret; or  
Export a Secret to Shard

▸ So how do we make Bitcoin Core interoperable 
and resilient? 

▸ If we can’t shard in Bitcoin Core 

▸ We shard outside of Bitcoin Core 

▸ Either We: 

▸ Export a secret from Core; or 

▸ Create a secret outside of Core and import it

Solutions



Our Tools



Our Shamir



Solution #1 
Exporting a Secret from Bitcoin Core



Game Plan: Export

Master

Key

or

Descriptor

Metadata

Envelope



Step 1: Understand the Descriptor



Step 2: Extract Descriptors



Step 3: Extract Master Key



Step 4a: Store Master Key



Step 4a: Store Master Key



Why We Store “Created By”

▸ Seed/Key Creation Can Be Buggy 

▸ In an Interoperable World, Where You 
Move Your Bitcoin Around, You Need To 
Be Able to Look Up Where Seeds Came 
From 

▸ ColdCard Proved This Last Week 

▸ But It’s Not the First Case: 
blockchain.info (2014), secureRandom 
in JavaScript (2018)

http://blockchain.info


Step 4b: Store Descriptors



Step 4b: Store Descriptors



Step 5: Shard Envelope



Step 6a: Check Your Work



Step 6b: Check Your Work



Solution #2 
Importing a Secret into Bitcoin Core



Game Plan: Import

Store

Seed
Account


Key
Account

Descriptor

Shard

Envelope



Step 1: Create a Seed



Step 2: Create a Fingerprint



Step 3: Create Account Key



Step 4: Create Descriptor



Step 5: Import Descriptor



Step 6: Check Your Work



Step 7a: Back Up with Seedtool



Step 7b: Test Your Backup



Step 8a: Back Up with Envelope



Step 8b: Add Metadata to Seed



Step 8c: Shard Seed



Addendum 
Storing Your URs as QRs



Seeds, Keys, and Shards 
Can All Be Stored as QR Codes

68028db28e55fe56035cc332267cd1d8 
ur:sskr/gogomnaeadaennenaotleedesgguwtspaooszohtdmssdtvawegm 
ur:sskr/gogomnaeadadiadyeejncsmusffhhsvyutmojlrsdlmydebsbdlr 
ur:sskr/gogomnaeadaolbftjtrnjzfeswlusonyossnspludwgmtadtptsg 



Our Tools (The QRs)



@BlockchainComns    company/blockchain-commons 
“Advocating for the creation of open, interoperable, secure & 
compassionate digital infrastructure to enable people to control 
their own digital destiny and to maintain their human dignity online”

“Sharding Secrets to Protect Your Bitcoin” 

https://learningbitcoin.blockchaincommons.com/
10_0_Working_with_Secrets/

https://x.com/BlockchainComns
http://LinkedIn.com/company/blockchain-commons

