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CHRISTOPHER ALLEN

▸ Internet Cryptography Pioneer 

▸ Co-editor & co-author — IETF TLS 1.0 protocol 

▸ Decentralized Identity Architect 

▸ Co-organizer — ID 2020 (UN Summit on Digital Identity)  

▸ Co-author — W3C Decentralized Identifiers 1.0 

▸ Founder — #RebootingWebOfTrust Workshops 

▸ W3C Invited Expert — DID 1.1 and Verifiable Credentials 1.1 Working Group 

▸ Chose the term “Self-Sovereign Identity” for our ecosystem and 
wrote the 10 principles of SSI in 2016 (10 years ago!) 

▸ Principal Architect, Executive Director — Blockchain Commons 
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WHAT IS BLOCKCHAIN COMMONS?
▸We are a community that brings together stakeholders to 

collaboratively build open & interoperable, secure & 
compassionate infrastructure. 

▸We design decentralized solutions where everyone wins. 

▸We are a neutral “not-for-profit” that enables people to 
control their own digital destiny.
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BECOME A SPONSOR



NEW TECHNOLOGY VIDEO
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BLOCKCHAIN COMMONS TECHNOLOGY OVERVIEW

NEW TECH OVERVIEW



SELF-SOVEREIGN IDENTITY 
& THE POWER OF XIDS

MAKING USER AGENCY A REALITY
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SELF-SOVEREIGN IDENTITY
▸ A Revolutionary Model for Identity 

▸ True User Control of Identity 

▸ Creating User Autonomy 

▸ Principles Include: 

▸ Control, Access, Portability, Consent
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SELF-SOVEREIGN IDENTITY FAILURE
▸ The Market Has Twisted SSI Principles 

▸ Issuers Control the Identities! 

▸ Not Us! 

▸ New Forms of Centralization and 
Gatekeepers Proliferates 

▸ KYC, Age Verification, “Business Purpose 
Data Collection”, and Phone Home 

▸ All Normalized!
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XIDS ARE SSI DONE RIGHT
▸ Autonomous Cryptographic Objects 

▸ Self-Contained 

▸ Coercion-Resistant 

▸ A Pilot for New DID Design
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HOW XIDS ARE SELF-SOVEREIGN
▸ You Create Your Own XIDs. 

▸ You Choose What’s In Your XID Documents. 

▸ You Can Redact XID Documents without Losing Signatures on Claims. 

▸ You Can Protect & Rotate Your Keys. 

▸ XIDs Are Entirely Portable Due to the Use of URs and Gordian Envelope.
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LEARNING XIDS HAS MORE!
▸ We’re Working on a Course! 

▸ Introduces XIDs 

▸ Shows How They’re Used 

▸ The First Few Chapters are Done 

▸ http://learningxids.blockchaincommons.com/



FROM GITHUB 
TO GARNER

TRANSMITTING SSI
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USER AGENCY & SSI
▸ SSI is about More than Controlling an Identity! 

▸ How Do You Guarantee Control of SSI 
Documents? 

▸ How You Your Guarantee Transmission of SSI 
Documents? 

▸ User Agency Requires Rethinking the Internet!
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GITHUB OFFERS SIMPLE OWNERSHIP
▸ XIDs Can Be Stored at GitHub 

▸ Holder Can Update As They See Fit 

▸ User Control: Sort Of 

▸ GitHub Could Remove Access 

▸ GitHub Could Be Censored
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ENTER GARNER
▸ Tor Endpoint for SSI 

▸ Let’s You Serve SSI Documents Including XIDs 

▸ Private, Censorship-Resistant 

▸ Truly Self-Sovereign 

▸ You Run It



1. PLACE IDENTITY FILES IN PUBLIC DIRECTORY



2. INSTALL GARNER



3. GENERATE A KEYPAIR, START THE SERVER



4A. ACCESS SERVER WITH PUBLIC KEY



4B. OR ACCESS WITH AN ONION ADDRESS
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HOW GARNER IS SELF-SOVEREIGN
▸ Users Can Choose Type of Keys. 

▸ User Can Create Keys. 

▸ Keys & Therefore End Points are Portable. 

▸ Users Can Decide What to Publish. 

▸ There are No Gatekeepers for Publication.
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REFERENCES
▸ “The Path to Self-Sovereign Identity” 

▸ https://www.lifewithalacrity.com/article/the-path-to-self-soverereign-identity/ 

▸ “Has Our SSI Ecosystem Become Morally Bankrupt?” 

▸ https://www.blockchaincommons.com/musings/musings-ssi-bankruptcy/  

▸ “How XIDs Demonstrate a True Self-Sovereign Identity” 

▸ https://www.blockchaincommons.com/musings/XIDs-True-SSI/

https://www.lifewithalacrity.com/article/the-path-to-self-soverereign-identity/
https://www.blockchaincommons.com/musings/musings-ssi-bankruptcy/
https://www.blockchaincommons.com/musings/XIDs-True-SSI/
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DEVELOPER PAGES
▸ https://developer.blockchaincommons.com/xid/ 

▸ http://learningxids.blockchaincommons.com/ 

▸ https://developer.blockchaincommons.com/garner/

https://developer.blockchaincommons.com/xid/
http://learningxids.blockchaincommons.com/
https://developer.blockchaincommons.com/garner/


CHRISTOPHER ALLEN 
   @ChristopherA  

ChristopherA@LifeWithAlacrity.com 

@BlockchainComns    company/blockchain-commons 
“Advocating for the creation of open, interoperable, secure & 
compassionate digital infrastructure to enable people to control 
their own digital destiny and to maintain their human dignity online”

“XIDs & Garner”
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