@ Blockchain

Advocating for the Creation of Open, Interoperable,
Secure, and Compassionate Digital Infrastructure

Blockchain Commons #Gordian Meeting 2026-03-04

Welcome to our meeting of the Gordian Developer Community, which we hold monthly on the 1st
Wednesday of the month. Today is March 4th, 2026.
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Today our main presentation is on the Extensible Identifier, or XID, and the Garner server. These
are both technologies that we’ve created to better support self-sovereign identity.
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Who am |I? My name is Christopher Allen. In recent years, I've been deeply involved with the
architecture of the W3C Decentralized Identifier international standard. But, | feel like it’s gone

wrong as it’s been deployed, so XIDs and Garner are some of the tools I’'m working on to move
DIDs back to their first principles.



This is part of the work of Blockchain Commons, which has been broadly focused on creating
independence, privacy, resilience, and openness for digital assets. We haven’t done a lot of work on
identity until the last year or so because we didn’t have identity sponsors, but | felt like the needs

were becoming so great that | had to talk about the problems with SSI more, even without funding on
this topic.
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Of course you can help us in that regard by becoming an identity sponsor. Talk to me if you’d like to
become more involved in this work. (And thanks to the organizations that have helped support the
wider work that Blockchain Commons does.)
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Before we dive into some new tools for digital identity, | wanted to share with you about our 2026
technology overview video. Over the last several years, Blockchain Commons has developed
numerous technologies meant to improve the independence, privacy, resilience, and openness of

the internet.



@,

YOUTUBE

GORDIAN
cLuBs @

T
> dCBOR

DCBOR LI \ ENVELOPE CLI

sezorooLcu
L) e
. \e
\ 5
unIFoRM .
LFEHASH \ \ RESOURCES .

[=]

Our brand-new 2026 Technology Overview from Blockchain Commons describes each of 24
different technologies, applications, and references, each in about a minute. It offers the most
comprehensive and accessible look at our Gordian Technology tech stack to date. If you are
trying to explain to you colleagues what our tools enable, this 22 minute vide is the place to start.



MAKING-USER AGENCY A REALITY

Alright, let’s get started on Self-Sovereign Identity itself, and how I’'ve returned to first principles
with XIDs.



This is likely review for many of you, but the modern idea of self-sovereign identity was largely
founded in an article | wrote called “The Path to Self-Sovereign Identity” just before the 2nd
Rebooting the Web of Trust, which we ran in conjunction with ID2020, the first United Nation
conference on digital identity. The idea was simple: digital identity is central to our online
presence, thus we should control it. We are NOT digital serfs!



10 PRINCIPLES
OF SELF-SOVEREIGN IDENTITY
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existence control access transparency persistence

o k2 Y e @

portability interoperability consent

minimization protection

These ten principles for Self-Sovereign Identity basically say: You, not a gatekeeper, should have
total access and control over your identity. Your identity should be long-lasting, and you should
have a choice in how it is used and be able to move it to different places. (That doesn’t mean you
can control what other people say about you, just that you control what you say!)



FAILURE

Unfortunately, self-sovereign identity as we imagined it back in 2016 has failed, largely due to
developers neglecting the principles. Issuers have way too much control: they’re the only ways to
create identities, and they decide what you must reveal about your identity. They’ve also built
centralization and even phone-home behavior into their supposedly decentralized identifiers.
KYC, age verification, and collection of your data because it, quote: “has a legitimate business
purpose” has become normalized.



: Identifiers (XIDs)

Overview
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| built XIDs to be a reference implementation for how self-sovereign identity could be done right.
They’re totally self-contained and they’re totally controlled by the holder. No one else is involved,
so there are no possibilities for centralization or outside control.



Looking back at the principles of self-sovereign identity, XIDs ensure the holder has access,
transparency, and control. They support minimization, and they’re portable and interoperable as
long as our low-level specifications for URs and envelopes have been adopted.



XIDs from the Command Line

Home

Chapter One: Introduction to XIDs

* §1.1: Creating Your First XID
* §1.2: Making a XID Verifiable

¢ §2.1: Creating Self Attestations

* §2.2: Managing Sensitive Claim

We think XIDs are very important not just as an alternative to the DID spec, but as a promise of
what the DID spec could become, so we’re working on a whole course called Learning XIDs from
the Command Line, at learningxids.blockchaincommons.com. It follows the format of our
popular Learning Bitcoin from the Command Line course.



TRANSMITTING SSI

So that’s XIDs in a nutshell, but they’re just a first step, because there’s a lot more to ensuring
that self-sovereign identity truly remains self-sovereign.



You can control an identity, but how do you publish it when you might not be able to guarantee
the infrastructure, which could be compromised, censored, or just absent? Assuring that your
self-sovereign identity can enter into a self-sovereign network.
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Our Learning XIDs course offers GitHub as a simple starting point. You can publish a XID to your
GitHub, you can update it as you see fit, and you can prove control of the GitHub with registered
signing keys. But it’s far from a perfect solution: GitHub is already censored in some fascist
regimes, and even if it’s trustworthy now, we don’t know that’ll be the case in a year (or ten

years).



>r Onion Service

That’s where our newest technology comes in: Garner, which is a Tor Onion Service specifically
built for serving identity documents in a self-sovereign way. You control what’s transmitted, you
prove ownership with key pairs, and you can’t be censored unless Tor is entirely blocked. (And if

it is, Garner is just one solution we have for transmitting identity information. Take a look at our
fall 2025 videos on Hubert for another option.)



Garner is also really easy to use. One of the reasons we suggested other options like GitHub is
because creating web sites is very hard for the average user. You need to buy a DNS record, you
need to manage SSL certs, and that’s all before running Apache or some other complex
program. For Garner, there are just a few simple steps. First, you place the files you want to
publish in a “public” directory.



Second, you install Garner, which is done through a Rust crate, which makes it an automated
process.



Third, you generate a key pair, something you only have to do the first time, and then you start
the Garner server with your private key.



Finally, you give out the public key and the file name to other people and they can use Garner as
a client to access your files. No DNS, no SSL cert, no complex Apache configuration, just a
directory of files and a key pair! (An index file can make things even simpler!)



® Explore. Privately.

Onion addresses are also generated deterministically from the keys. The advantage of giving out
keys is they can be used to prove ownership, but giving out addresses makes things simpler.
Other people can use Garner with either the onion address or public key from from the command
line, or even use a Tor browser to download the files.



Again, we can see how the self-sovereign principles are supported. You’re in control of
everything. As long as you have your keys, you can start up your Garner server anywhere, and
anyone who has that public key or onion address can access it. There are no gatekeepers getting
in your way, and thanks to the privacy of Tor it’s all censorship- and coercion-resistant. It’s the
next step in self-sovereign identity: self-sovereign networking to allow self-sovereign publication.



Here’s the trilogy of articles that define how I've looked at self-sovereign identity over the years:
my 2016 intro to SSI and my more recent articles on how the ecosystem has failed the principles
of SSI and how | think that XIDs can turn that around.


https://www.lifewithalacrity.com/article/the-path-to-self-soverereign-identity/
https://www.blockchaincommons.com/musings/musings-ssi-bankruptcy/
https://www.blockchaincommons.com/musings/XIDs-True-SSI/

As usual, we’ve got more on our developer pages, including a lot of sub-links to other material
related to XIDs and Garner.


https://developer.blockchaincommons.com/xid/
http://learningxids.blockchaincommons.com/
https://developer.blockchaincommons.com/garner/

“XIDs & Garner”

CHRISTOPHER ALLEN

“Advocating for the creation of open, interoperable, secure &
compassionate digital infrastructure to enable people to control
their own digital destiny and to maintain their human dignity online”

Here’s QR codes for the XID and Garner pages for more info.

I’m now happy to take questions on these technologies or to discuss some of the underlying
principles and goals of self-sovereign identity, and the problems it’s facing today.


https://x.com/ChristopherA
mailto:ChristopherA@LifeWithAlacrity.com?subject=Edge%20Identifiers%20%26%20Cliques
https://x.com/BlockchainComns
http://LinkedIn.com/company/blockchain-commons

