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HUBERT

WHAT IS HUBERT?

▸ A “dead drop” protocol that facilites secure multiparty 
transactions: 

‣ ! Participants write once using random keys 
‣ " Messages contain random keys for expected 

responses, enabling indefinite bidirectional 
communication 

‣ # Complete opacity to outsiders through both 
steganography and end-to-end encryption 

‣ $ No central server required for coordination 
‣ % Trustless operation using public distributed networks





HUBERT

WHAT IS AN ARID?

▸" ARID: Apparently Random Identifier 
‣ Defined in BCR-2022-002 
‣ https://github.com/blockchaincommons/research 

‣ 256 statistically random bits (32 bytes) 
‣ Can refer to anything 
‣ But cannot be correlated to anything 
‣ In Hubert, ARIDs are addresses of cryptographic 

dead drops.



THE SCALE OF AN ARID
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HUBERT

WHAT ARE URS?

▸UR: Uniform Resource 
‣ Defined in BCR-2020-005 
‣ https://github.com/blockchaincommons/

research 
‣ Encodes binary data as typed, easy to 

handle text URI 
‣ ur:type/bytewords
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